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ETHOS STATEMENT
In accordance with the aims of the school, the Governing Body of St Mary’s believe that all members of the school community should be esteemed, cared for, treated courteously and encouraged to make their unique contribution.  Within our Christian ethos of love, forgiveness and justice for each person as a valued child of God, we aim to develop understanding and respect for each other’s faith, culture. 
We also uphold Article 29 from the UN Convention of Rights of the Child ‘Education must develop every child's personality, talents and abilities to the full.  It must encourage the child's respect for human rights, as well as respect for their parents, their own and other cultures and the environment.’
1. COMPLIANCE

The school will comply with: 

1.1. The terms of the 2018 General Data Protection Regulation, and any subsequent relevant legislation, to ensure personal data is treated in a manner that is fair and lawful. 

1.2. Guidance supplied by the Department for Education (DfE), Birmingham Local Authority and their associated organisations.
1.3. Information and guidance displayed on the Information Commissioner’s website (www.ico.org.uk). 

2. OTHER POLICIES 
2.1. This policy should be used in conjunction with the school’s Acceptable Use Policy, E-Safety Policy and Confidentiality Policy. 
2.2 It should also be read in conjunction with Privacy Notices for pupils and employees (Appendices 3 and 4).
2.3 The school has protocols concerning the handling of data and reducing the risk of a data breach (Appendix 5)
3. DATA GATHERING 

3.1. All personal data relating to staff, pupils or other people with whom we have contact, whether held electronically or in paper files, are covered by the regulation. 

3.2. Only relevant personal data may be collected and the person from whom it is collected should be informed of the data’s intended use and any possible disclosures of the information that may be made.
3.3 Where a proposal to change the volume or type of data we collect is made, it will be subject to a screening process to determine whether a Privacy Impact Assessment (PIA) should be carried out. This in turn would determine the measures the school must take to protect this data (see Appendix 1)

4. DATA STORAGE 

4.1. Personal data will be stored in a secure and safe manner, this will be either in cloud-based information systems, those on the school’s ICT network or paper systems. 

4.2. Electronic data will be protected by standard password and firewall systems operated by the school. Paper-based data will be in secured locations such as locked cupboards or filing cabinets.
4.3. Computer workstations in administrative areas will, wherever possible, be positioned so they are not visible to casual observers waiting either in the office or at the reception hatch. 

4.4. Manual data will be stored where it not accessible to anyone who does not have a legitimate reason to view or process that data. 

4.5. Particular attention will be paid to the need for security of sensitive personal data. 

5. DATA CHECKING 

5.1. The school will issue regular reminders to staff and parents to ensure that personal data held is up-to-date and accurate. 

5.2. Any errors discovered would be rectified and, if the incorrect information has been disclosed to a third party, any recipients informed of the corrected data. 

6. DATA DISCLOSURES
6.1. Personal data will only be disclosed to organisations or individuals for whom consent has been given to receive the data, or organisations that have a legal right to receive the data without consent being given. 

6.2. When requests to disclose personal data are received by telephone it is the responsibility of the school to ensure the caller is entitled to receive the data and that they are who they say they are. It is advisable to call them back, preferably via a switchboard, to ensure the possibility of fraud is minimised. 

6.3. If a personal request is made for personal data to be disclosed it is again the responsibility of the school to ensure the caller is entitled to receive the data and that they are who they say they are. If the person is not known personally, proof of identity should be requested. 

6.4. Requests from parents or children for printed lists of the names of children in particular classes, which are frequently sought at times such as Christmas, cannot accommodated as permission would be needed from all the data subjects contained in the list.
6.5. Personal data will not be used in newsletters, websites or other media without the consent of the data subject. 

6.6. Routine consent issues will be incorporated into the school’s pupil data gathering sheets, to avoid the need for frequent, similar requests for consent being made by the school. 

6.7. Personal data will only be disclosed to Police Officers if they are able to supply a WA170 form which notifies of a specific, legitimate need to have access to specific personal data. This form is the agreed procedure between Birmingham City Council and West Midlands Police. 

6.8. A record should be kept of any personal data disclosed so that the recipient can be informed if the data is later found to be inaccurate. 

7. SUBJECT ACCESS REQUESTS
7.1. If the school receives a written request from a data subject to see any or all personal data that the school holds about them this should be treated as a Subject Access Request and the school will respond within one calendar month from the date of request. 

7.2. Informal requests to view or have copies or personal data will be dealt with wherever possible at a mutually convenient time but, in the event of any disagreement over this, the person requesting the data will be instructed to make their application in writing and the school will comply with its duty to respond within one calendar month from the date of request.
8. STAFF AWARENESS
8.1. Staff will be reminded about this policy in the Staff Handbook and it will be available for download from the Staff Common area. 

9. PARENT AWARENESS
9.1. Data Protection statements will be included in the school prospectus and on any forms that are used to collect personal data.
10. DATA BREACHES (see Appendix 2)
10.1 In some cases, the school has a duty under the GDPR to notify the ICO (and possibly some other bodies) when it suffers a personal data breach.
10.2 In the event of a breach occurring, a procedure will be followed which will investigate the cause of a breach and, where necessary, result in this being reported to the ICO.

11. INDIVIDUALS’ RIGHTS

11.1 The school recognises the rights that an individual has under the GDPR and the school’s procedures reflect this.

11.2 These main rights include:

· Subject access

· To have inaccuracies corrected

· To have information erased

· To prevent direct marketing

· To prevent automated decision-making and profiling

· Data portability (the data has to be provided electronically and in a commonly used format).
12. DATA PROTECTION OFFICER (DPO)
The school’s Data Protection Officer is:

Craig Stilwell
Judicium Consulting Ltd
72 Cannon Street, London, EC4N 6AE
13 REVIEW
This policy is subject to annual review by governors although it can be updated as required by changes to legislation.
Appendix 1 – Privacy Impact Statement (PIA) Screening Questions

Apply these questions at the proposal stage of a project where a change to the data collected about an individual. 
An answer of ‘Yes’ to any of these indicates that a PIA should be carried out. Guidance and procedures on carrying out a PIA can be found at:
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
-Will the project involve the collection of new information about individuals? 

-Will the project compel individuals to provide information about themselves? 

-Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information? 

-Are you using information about individuals for a purpose it is not currently used for, or in a way it is not currently used? 

-Does the project involve you using new technology which might be perceived as being privacy intrusive? For example, the use of biometrics or facial recognition. 

-Will the project result in you making decisions or taking action against individuals in ways which can have a significant impact on them? 

-Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations? For example, health records, criminal records or other information that people would consider to be particularly private. 

-Will the project require you to contact individuals in ways which they may find intrusive?

Appendix 2 – Management of Data Breaches

Types of Breach

Data protection breaches could be caused by a number of factors. Some examples are: 

( Loss or theft of pupil, staff or governing body data and/ or equipment on which data is stored; 

( Inappropriate access controls allowing unauthorised use; 

( Equipment Failure; 

( Human Error; 

( Unforeseen circumstances such as fire or flood; 

( Hacking; 

( ‘Blagging’ offences where information is obtained by deception. 

Immediate Containment/Recovery 

In discovery of a data protection breach, the following steps should be followed:
1. The person who discovers/receives a report of a breach must inform the Head Teacher or, in their absence, either the Deputy Head Teacher or one of the school’s Assistant Headteachers. If the breach occurs or is discovered outside normal working hours, this should begin as soon as is practicable. 

2. The Head Teacher (or nominated representative) must ascertain whether the breach is still occurring. If so, steps must be taken immediately to minimise the effect of the breach. An example might be to shut down a system, or to alert relevant staff such as the ICT technician. 
3. The Head Teacher (or nominated representative) must inform the Chair of Governors as soon as possible. As a registered Data Controller, it is the school’s responsibility to take the appropriate action and conduct any investigation. However, should the Head Teacher (or nominated representative) require any expert guidance and assistance; they can contact the Information Governance Team at Birmingham City Council. The Information Governance Team can be contacted by email excluding any person identifiable data to infogovernance@birmingham.gov.uk. Alternatively, Birmingham City Council’s School and Governor Support team can be contacted on 0121-303-2577 so the relevant contact details obtained.
4. The Head Teacher (or nominated representative) must also consider whether the Police need to be informed. This would be appropriate where illegal activity is known or is believed to have occurred, or where there is a risk that illegal activity might occur in the future. 
5. The Head Teacher (or nominated representative) must quickly take appropriate steps to recover any losses and limit the damage. Steps might include: 
a. Attempting to recover lost equipment; 

b. Contacting the relevant Birmingham City Council Departments, so that they are prepared for any potentially inappropriate enquiries (‘phishing’) for further information on the individual or individuals concerned. Consideration should be given to an email alert to all school staff. If an inappropriate enquiry is received by staff, they should attempt to obtain the enquirer’s name and contact details if possible and confirm that they will ring the individual making the enquiry back. Whatever the outcome of the call, it should be reported immediately to the Head Teacher (or nominated representative). 
c. Contacting the Birmingham City Council’s School and Governor Support team (0121-303-2577) so that they can be prepared to handle any press enquiries. 
d. The use of back-ups to restore lost/damaged/stolen data. 
e. If bank details have been lost/stolen, consider contacting banks directly for advice on preventing fraudulent use. 
f. If the data breach includes any entry codes or IT system passwords, then these must be changed immediately and the relevant agencies and members of staff informed. 

Investigation 
In most cases, the next stage would be for the school’s Data Protection Officer to fully investigate the breach. They should ascertain whose data was involved in the breach, the potential effect on the data subject and what further steps need to be taken to remedy the situation. The investigation should consider: 

( The type of data; 

( Its sensitivity; 

( What protections are in place (e.g. encryption); 

( What has happened to the data; 

( Whether the data could be put to any illegal or inappropriate use; 

( How many people are affected; 

( What type of people have been affected (pupils, staff members, suppliers etc) and whether there are wider consequences to the breach. 

A clear record should be made of the nature of the breach and the actions taken to mitigate it. The investigation should be completed as a matter of urgency and, wherever possible, within 5 days of the breach being discovered/reported. A further review of the causes of the breach and recommendations for future improvements can be done once the matter has been resolved. 

Notification 

Some people/agencies may need to be notified as part of the initial containment. However, the decision will normally be made once an investigation has taken place. The Head Teacher (or nominated representative) should, after seeking expert or legal advice, decide whether anyone should be notified of the breach. 
In the case of significant breaches, the Information Commissioner’s Office (ICO) should be notified using:

https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach/
Every incident should be considered on a case by case basis. The following points will help you to decide whether and how to notify: 
( Are there any legal/contractual requirements to notify? 
( Will notification help prevent the unauthorised or unlawful use of personal data? 
( Could notification help the individual – could they act on the information to mitigate risks? 
( If a large number of people are affected, or there are very serious consequences, you should notify the ICO of this. The ICO should only be notified if personal data is involved. There is guidance available from the ICO on when and how to notify them, which can be obtained. 
( Consider the dangers of over-notifying. Not every incident warrants notification and over-notification may cause disproportionate enquiries and work. 
( The notification should include a description of how and when the breach occurred and what data was involved. Include details of what you have already done to mitigate the risks posed by the breach. 
( When notifying individuals, give specific and clear advice on what they can do to protect themselves and what you are willing to do to help them. You should also give them the opportunity to make a formal complaint if they wish (see the School’s Complaints Procedure). 
Review and Evaluation 
Once the initial aftermath of the breach is over, the Head Teacher (or nominated representative) should fully review both the causes of the breach and the effectiveness of the response to it. It should be written and sent to the next available Management Team meeting for discussion. 
If systemic or ongoing problems are identified, then an action plan must be drawn up to put these right. If the breach warrants a disciplinary investigation, the manager leading the investigation should liaise with Birmingham Schools HR for advice and guidance. This breach procedure may need to be reviewed after a breach or after legislative changes, new case law or new guidance. Consideration should be given to reviewing this breach procedure whenever the data protection policy is reviewed.

Appendix 3 – Privacy Notice (Pupils)

St Mary’s Church of England Primary School

Privacy Notice (Pupils)

Why do we collect and use pupil information?

We collect and use pupil information under the EU GDPR (May 2018) and specifically Article 6 where it states:
6(1)(a) – Consent of the data subject

6(1)(c) – Processing is necessary for compliance with a legal obligation

6(1)(e) – Processing is necessary for the effective discharge of a public task 

We use pupil data to:

· support pupil learning

· monitor and report on pupils’ academic progress and their personal development

· provide appropriate pastoral care

· assess the quality of our services

· comply with the law regarding data sharing

The categories of pupil information that we collect, hold and share include:

· Personal information (such as name, unique pupil number and address)
· Characteristics (such as ethnicity, language, nationality, country of birth and free school meal eligibility)

· Attendance information (such as sessions attended, number of absences and absence reasons)

· Assessment information (such as progress in specific areas of the school’s curriculum)

· Relevant medical information (such as specific medical conditions and allergies)

· Special Education Needs information (such as actions in a specific support plan)

· Behavioural information (such as information relating to exclusions and racist incidents)

· Contact details of parents (name; address; telephone number; email address)

Collecting pupil information

Whilst the majority of pupil information you provide to us is mandatory, some of it is provided to us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will inform you whether you are required to provide certain pupil information to us or if you have a choice in this. You will need to give active consent for this data to be processed by us. Therefore, in this school, inactivity or silence does not constitute consent.

Data related to parents (e.g. contact details) is collected and retained in order to satisfy the school’s ‘public task’ duty (i.e. in this case to be able to manage the school safely).
Storing pupil data

We hold pupil data for the duration of their time at the school. All data is stored securely and in accordance with clear policies and procedures for ensuring data breaches are avoided. Electronic information is held in either secure ‘cloud-based’ solutions or securely on the school’s ICT network while paper-based information is stored in secure locations.

Upon leaving the school, all data related to an individual pupil is securely transferred to their new educational setting either electronically, by personal delivery or using Royal Mail Special Delivery. 

Upon leaving the school, all data related to an individual pupil’s parents is destroyed. The responsibility for establishing the legal basis for the collection and processing of this type of data transfers to the new setting.  
Who do we share pupil information with?

We routinely share pupil information with:
· schools that the pupils attend after leaving us;
· our local authority and departments within it;
· the Department for Education (DfE);
· the NHS and specific employees (e.g. the school nurse);
· the school’s financial support service (e.g. activating access to additional funding for eligible pupils). 
Why do we share pupil information?
We do not share information about our pupils with anyone without consent unless the law and our policies allow us to do so.

We share pupils’ data with the Department for Education (DfE) on a statutory basis. This data sharing underpins school funding and educational attainment policy and monitoring.

We are required to share information about our pupils with our local authority (LA) and the Department for Education (DfE) under section 3 of The Education (Information About Individual Pupils) (England) Regulations 2013.

The school will not share the data of pupils or family members with organisations for the purpose of marketing, advertising goods or services and direct selling.

Data collection requirements:

To find out more about the data collection requirements placed on us by the Department for Education (for example; via the school census) go to https://www.gov.uk/education/data-collection-and-censuses-for-schools.

For more information about services for young people, please visit our local authority website (www.birmingham.gov.uk/schools)

The National Pupil Database (NPD)

The NPD is owned and managed by the Department for Education and contains information about pupils in schools in England. It provides invaluable evidence on educational performance to inform independent research, as well as studies commissioned by the Department. It is held in electronic format for statistical purposes. This information is securely collected from a range of sources including schools, local authorities and awarding bodies. 

We are required by law, to provide information about our pupils to the DfE as part of statutory data collections such as the school census and early years’ census. Some of this information is then stored in the NPD. The law that allows this is the Education (Information About Individual Pupils) (England) Regulations 2013.

To find out more about the pupil information we share with the department, for the purpose of data collections, go to https://www.gov.uk/education/data-collection-and-censuses-for-schools.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information.

The department may share information about our pupils from the NPD with third parties who promote the education or well-being of children in England by:

· conducting research or analysis

· producing statistics

· providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is maintained and there are stringent controls in place regarding access and use of the data. Decisions on whether DfE releases data to third parties are subject to a strict approval process and based on a detailed assessment of:

· who is requesting the data

· the purpose for which it is required

· the level and sensitivity of data requested: and 

· the arrangements in place to store and handle the data 

To be granted access to pupil information, organisations must comply with strict terms and conditions covering the confidentiality and handling of the data, security arrangements and retention and use of the data.

-For more information about the department’s data sharing process, please visit: 

https://www.gov.uk/data-protection-how-we-collect-and-share-research-data 

-For information about which organisations the department has provided pupil information, (and for which project), please visit the following website: https://www.gov.uk/government/publications/national-pupil-database-requests-received
-To contact DfE: https://www.gov.uk/contact-dfe
Requesting access to your personal data

Under data protection legislation, parents and pupils have the right to request access to information about them that we hold. To make a request for your personal information, or be given access to your child’s educational record, contact Ruth Price (School Office Manager) in writing. The necessary arrangements for providing this data will then be made within the timeframe specified in the school’s Data Protection Policy. 

You also have the right to:

· object to processing of personal data that is likely to cause, or is causing, damage or distress

· prevent processing for the purpose of direct marketing

· object to decisions being taken by automated means

· in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and

· claim compensation for damages caused by a breach of the Data Protection regulations 

If you have a concern about the way we are collecting or using your personal data, you should raise your concern with us in the first instance or directly to the Information Commissioner’s Office at https://ico.org.uk/concerns/
Contact:

If you would like to discuss anything in this privacy notice, please contact Mr S Smith (Headteacher). This notice should be used in conjunction with the school’s Data Protection Policy, a copy of which is available upon request. 

Appendix 4 – Privacy Notice (Employees)

St Mary’s Church of England Primary School

Privacy Notice

(Employees)

The Data Protection Act 1998: How we use your information 
We process personal data relating to those we employ to work at, or otherwise engage to work at, our school, St Mary’s CofE Primary School. This is for employment purposes to assist in the running of the school and to enable individuals to be paid. The collection of this information will benefit both national and local users by:

· improving the management of workforce data across the sector

· enabling development of a comprehensive picture of the workforce and how it is deployed

· informing the development of recruitment and retention policies

· allowing better financial modelling and planning

· enabling ethnicity and disability monitoring; and

· supporting the work of the School Teachers’ Review Body

This personal data includes identifiers such as names and National Insurance numbers and characteristics such as ethnic group, employment contracts and remuneration details, qualifications, appraisal records and absence information.

We will not share information about you with third parties without your consent unless the law allows us to. We are required, by law, to pass on some of this personal data to:

· our Local Authority (Birmingham) 

· the Department for Education (DfE)

Why do we collect and use employee information?

We collect and use employee information under the EU GDPR (May 2018) and specifically Article 6 where it states:
6(1)(a) – Consent of the data subject

6(1)(c) – Processing is necessary for compliance with a legal obligation

6(1)(e) – Processing is necessary for the effective discharge of a public task 

Storing employee data

We hold your data for the duration of your employment at the school. All data is stored securely and in accordance with clear policies and procedures for ensuring that data breaches are avoided. Electronic information is held in either secure ‘cloud-based’ solutions or securely on the school’s ICT network while paper-based information is stored in secure locations.

Upon leaving the school, all electronic data related to your employment is removed from the school’s electronic systems. Paper-based data is securely stored and retained by the school as archived material.

If you require more information about how we, Birmingham LA and DfE store and use your personal data please visit:

· www.birmingham.gov.uk/schools
· https://www.gov.uk/data-protection-how-we-collect-and-share-research-data 

If you want to see a copy of information about you that we hold, please contact: Mr S Smith (Headteacher)

Requesting access to your personal data

Under data protection legislation, employees have the right to request access to information about them that we hold. To make a request for your personal information, contact Ruth Price (School Office Manager) in writing. The necessary arrangements for providing this data will then be made within the timeframe specified in the school’s Data Protection Policy. 

You also have the right to:

· object to processing of personal data that is likely to cause, or is causing, damage or distress

· prevent processing for the purpose of direct marketing

· object to decisions being taken by automated means

· in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and

· claim compensation for damages caused by a breach of the Data Protection regulations 

If you have a concern about the way we are collecting or using your personal data, you should raise your concern with us in the first instance or directly to the Information Commissioner’s Office at https://ico.org.uk/concerns/
Contact: If you would like to discuss anything in this privacy notice, please contact Mr S Smith (Headteacher). This notice should be used in conjunction with the school’s Data Protection Policy, a copy of which is available upon request. 

Appendix 5 – Management Instructions to Employees

In the light of legislation effective from 25th May 2018, the following must be considered management instructions in order to protect you and your colleagues.

1) Printing to photocopiers must be done through the 'Locked' or 'Secure' print' setting (i.e. can only be activated by a PIN on arrival at the machine). To do this you will need to access the 'Printer Properties' button and change to one of the above settings.

2) Personal data relating to pupils (e.g. DoB/assessment information) should not be on display. Data relating to families (e.g. correspondence with addresses or telephone numbers) should not be displayed or be easily accessible.

3) We have clear screen (computers logged off when not attended) and clear desk (none of the above data is on display or easily obtained) policies in place.

4) Emails must not contain names of specific pupils although initials are acceptable. If further information about a child needs to be sent to a colleague, use a password-protected attachment.

5) Memory sticks to transport data to/from work are not permitted. Google Drive is your point of access if working on school documents off site.

6) School devices (laptops/ipads) must not be used for any personal purpose. We have monitoring software in place that will pick this up if it is happening.

7) If you are using a personal mobile phone on the premises, school wifi must not be used to access any websites that are not work-related. If something does need to be accessed for personal reasons, you must switch to 3G or 4G. Monitoring software will also pick this up.

8) You must log-off PCs when not using them for an extended amount of time. PCs that have remained idle for 20 minutes between the hours of 5.00pm and 7.30am will be logged off automatically.

These are very important instructions to follow. One of the changes caused by the act is the mechanism to prosecute individuals if there is a data breach/loss. If this occurs and it is proved that an employee has chosen not to follow instructions issued to them, liability passes to the individual. Following the above will protect you from this.

Technicians are available to help and support you with any of the detail described above. They are in every Monday (between 1pm and 4pm) and every Wednesday (between 10am and 1pm). Alternatively, contact them at helpdesk@stmryb29.bham.sch.uk
